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Office DDE Attack Works In Outlook
Too—Here’s What To Do
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In the past couple of weeks,
researchers have kept an eye on a
vulnerability in Microsoft’s
Dynamic Data Exchange (DDE)
protocol used to send messages
and share data between
applications.

emails and calendar invites
formatted using Microsoft Outlook
Rich Text Format (RTC), not just by
sending Office files attached to
emails.

In the original attack users had to
be coaxed into opening malicious
New developments revealed an
attachments. By putting the code
additional dimension to this attack. into the email message body itself,
the attack comes one step closer,
Early on, it was noted that
meaning that the social engineering
attackers could exploit DDE to
needed to talk a recipient into
launch malware via tainted Office
falling for it becomes easier.
attachments, for example in Word
and Excel files, but without using
The good news is that whether a
macros.
DDE attack comes via an
Independent reports surfaced
attachment or directly in an email
showing that it’s possible to run
or a calendar invite, you can stop
DDE attacks in Outlook using
the attack easily:
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Just say no!
Attachments, emails and calendar invites have
pop up warning dialogs before triggering a
attack; if you say “No” at either dialog
then you prevent the attack.
First, you’ll see a warning like this when DDE is
used:

The remote data (k powershell -1w hidden—NoP—
NoExit-) is not accessible. Do you want to start
application C:\windows\system32\cmd.exe?
Again, clicking “No” will stop the attack.
You can also stop DDE attacks embedded directly
in emails by viewing all your messages in plain text
format, regardless of the format they were sent in.

Note, however, this will disable all formatting,
colors and images in all messages, including those
This document contains links that may refer to other
sent in the popular HTML email format. This will
files. Do you want to update this document with the data make some messages harder to read and may
from the linked files?
prevent you seeing content that the sender is
Clicking “No” will stop a DDE attack from running. expecting you to see.
If you click “Yes” at the first dialog, you will see a
second dialog warning that a command is about to
be run (the text in parenthesis and the program
names referenced at the end will vary):

Please check with our staff for details of how to
view all emails in plain text format in Outlook. You
may call 701-364-2718 or email
info@imsnetworking.com.
This article was posted by Sophos Naked Security—for more information, please go to: https://
nakedsecurity.sophos.com/2017/10/22/office-dde-attack-works-in-outlook-too-heres-what-todo/
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Shiny New Gadget Of
The Month:
-

The average American household is packed
to the gills with expensive electronic
equipment and a startling amalgamation of
pricey knickknacks, so investing in home
security is an attractive investment. And
these days, you don’t have to shell out a
sum equal to the stuff you’re protecting to
get peace of mind.
Take the Kodak 180-degree Panoramic HD
WiFi Security Camera, for example, a highend security camera you can pick up right
now for just under 70 bucks (regularly
priced at $149.99). Place the camera
anywhere in your house, and it’ll
automatically record motion-triggered
video clips straight to the cloud with its 180degree lens, accessible on any Internetenabled device. The camera uses wide
dynamic range to automatically adapt to
changes in lighting, ensuring that it doesn’t
miss a thing. Perhaps best of all, you can
check in on the camera’s feed at any time,
streaming its HD video straight to your
phone or computer.
Security Warning: All Internet of Things
(IoT) devices that are cloud managed using
a website or smartphone application, should
be considered insecure and should be
segregated from your private network.
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Here’s A Perfectly Legal
Way To Save A Bundle Of
Money On Taxes, Computer
Hardware And Support …
But You Have To Act FAST!
When you’re running a small
business, you need to stay
abreast of every possible
money-saving strategy. That’s
why, this year, you should
look into the Section 179
Deduction small-business tax
incentive. Section 179 allows a
business to write off an entire
equipment purchase for the
year it is purchased, rather
than writing a portion off for
the next few years. According
to the website for the
deduction, “all businesses that
purchase, finance and/or lease
less than $2 million in new or
used business equipment
during tax year 2017 should
qualify” for the deduction. The
only stipulation is that the
equipment purchased must be
“placed into service in the
same tax year that the
deduction is being taken.”

This has the potential to save
small businesses thousands of
dollars. Just make sure that the
equipment is both purchased
and put into service by the end
of this year, December 31,
2017! Section179.org.

Is your in-car GPS
5 Ways Technology Can
necessary anymore?
Increase Your Home’s
Value AND Save You
Smartphones offer turn-byturn navigation, satelliteCash at the Same Time
Implementing tech upgrades
into your home — taking one
more step toward the coveted
“smart home” — can be a good
time, but beyond that, it’ll save
you precious time and money
every day. With smart lighting,
you’ll never accidentally leave a
light on again, which will save
you a lot more than you might
think over time. If you have a
smart thermostat, you’ll have
that much more control over
the temperature of your home,
easily making adjustments with
the touch of a button and
reducing heating and cooling
bills. Not only that, but more
permanent installations like
solar panels
can drastically

increase the
value of your
home while
reducing your
carbon
-

footprint and your utility bill
at the same time. Smart homes
may seem like a luxury, but in
fact, they’re a lot more
cost-effective than they
appear. inc.com 8/21/17

tracked speed readings, voice
guidance and real-time,
crowdsourced traffic alerts. So
why dish out another 300
bucks for your own on-dash,
in-car system? Well, those
in-car systems have come a
long way too… Having
voice-command capability,
Bluetooth connectivity,
geo-based recommendations
and a large fixed screen might
be reason enough. But if your
phone’s monthly data
allotment and battery life
concern you at all, that in-car
GPS, with its own data and
power sources, starts looking
pretty good. And with features
like a streaming dash cam and
sensor that warns you if you’re
following a car too closely,
in-car GPS is definitely worth
a second look. DigitalTrends,
02.24.17

