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    Here’s a new question that’s being 
discussed in the courts: Do employers have 
the right to ask new hires for their username 
and password to various social media sites? 
According to the state of Maryland, the 
answer is, “No.” 
     

    Recently the Maryland General Assembly 
passed legislation that prevents employers 
in the state from asking prospective 
employees for their login information for 
various social media sites, including 
Facebook and Twitter. If Gov. Martin O'Malley signs the bill, it would 
make Maryland the first state in the nation to set such a restriction into 
law. Other states are considering similar legislation, including Illinois 
and California. 
     

    Ironically, this practice was criticized by Facebook, one of the biggest 
users of personal information to sell advertising to its members. Erin 
Egan, Facebook’s chief privacy officer, wrote about the issue on 
Facebook, calling the practice of employers requesting potential hires’ 
Facebook passwords “alarming” and “not the right thing to do.” 
Maryland business groups, including the Maryland Chamber of 
Commerce, pointed out that there may be cases where an employer 
should be able to ask for the login information of potential new hires in 
order to weed out unwanted candidates. Of course, this bill is just one of 
many issues being raised between employees and employers using social 
media. While asking for login information may soon become illegal, 
employers are still free to “friend” potential hires or search online for 
information about potential employees. Supporters of the bill point out 
that it’s illegal for employers to discriminate based on age, sexual 
orientation, race or religion; since most social media sites contain this 
type of information, they feel employers might gain access to a 
candidate’s personal details and use them to disqualify candidates 
illegally.  
     

    What are YOUR thoughts on this matter? Have you ever reviewed a 
potential new hire’s Facebook page, blog or LinkdIn account before 
hiring them? Do you think it’s fair for employers to request this 
information, or is it a violation of someone’s privacy? Please go to our 
Facebook Page and comment on this. www.facebook.com/
imsnetworking. 

 

 
 

 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
“As a business owner, you don’t have 
time to waste on technical and 
operational issues. That’s where we 
shine! Call us and put an end to your 
IT problems finally and forever!” 
 

- Rick Johnston 
Information Mgmt. Systems 
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Shiny New Gadget  
Of The Month 

 

    
 

Big Blue Wireless 
Bluetooth® Speaker 
 

     Wouldn’t it be nice to listen 
to music or watch a video 
from your mobile device with 
the same quality sound as a 
large speaker system? Well, 
now you can, but without the 
hassle of the big, bulky 
speakers!      
 
     Introducing the Big Blue 
Wireless Bluetooth Speaker...  
 
     This little speaker box 
packs a big punch. Get 
surround-sound quality with 
this wireless, Bluetooth-
enabled device.  
 
     No cords, no apps and no 
extra parts to buy.  The Big 
Blue conveniently connects to 
your MP3 player, 
dmartphone, laptop or tablet 
providing crystal-clear sound 
in just seconds. 
 
     The small, compact design 
makes it a great device to use 
for travel or to transmit great 
quality sound for events 
indoors or outdoors.  
 
     This device can be found at 
local retailers like Brookstone 
or online at Amazon.com. 
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Users Beware:  
Tips for Avoiding Common  

Online Security Traps 
 

  1. Websites with fake codecs 
 

      Websites with fake codecs look deceivingly real and regularly tap into 
current events or news to get individuals to click through. When users 
go to these Web pages, fake error messages prompt them to install 
Flash or connect to a server. If the user clicks on one of these messag-
es, a virus will launch. 

 

 If you don’t recognize the source, don’t open the URL. Many websites 
mimic the look of YouTube videos or news sources. For example, a 
Google search on the British Royal Wedding may bring up a small ad-
vertisement encouraging you to watch a wedding video. If you click on 
the link and get a “can’t load” or other error message, it’s most likely a 
fake site. And if you click on the error message, the site will download 
malware to your computer that could cause permanent loss of data. If 
such a message appears, don’t click on it and contact your IT provider. 

 

 2. Rogue application messages 
 

 Similar to websites with fake codecs, roguware looks deceivingly real 
to end users. It often mimics the look of an IT or application alert, ad-
vising users that a virus has been detected and suggesting they re-
move certain files or programs.   

 

 It’s increasingly common for malware to spread as a result of seem-
ingly innocuous image searches. For example, a Google image search 
for photos of Justin Bieber may result in rogue sites that suggest you 
install antivirus programs. Or a security alert window may pop up, 
asking you to take an IT-related action, such as to remove or uninstall 
files or programs. If a scenario like this occurs, avoid further action 
and contact your IT provider. 

 

 3. Viruses spread via email 
 

 Malware writers have become quite good at making small messages 
look like they are from trusted sources. IT professionals recognize the-
se messages as a trap for the spread of viruses, but many end users do 
not.  

 

 These days, people who write malware or computer virus programs 
are quite crafty. They will grab company logos from the Internet and 
create official-looking emails that ask for personally identifiable infor-
mation—such as credit card numbers, banking details or even fre-
quent flyer information. These emails may look official, but more of-
ten than not, they are fake. Clicking the embedded URL will likely re-
sult in the download of a virus. If you receive such an email, delete it 
immediately and contact your IT provider. 

 

 4. Spear phishing attempts 
 

 One byproduct of data breaches is spear phishing. Hackers use ex-
posed company data, including email addresses, to launch efforts to 
obtain user’s sensitive information, such as private banking data. Un-
fortunately, it’s increasingly common for employees to sign up for 
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Fun Facts for the 
Fourth of July 

 
 
 
 
 

∗ The Fourth of July was not 
declared a national holiday 
until 1941 

 

∗ The stars on the original 
American flag were in a 
circle so all the Colonies 
would appear equal 

 

∗ Benjamin Franklin 
proposed the turkey as the 
national bird but was 
overruled by John Adams 
and Thomas Jefferson, who 
wanted the bald eagle 

 

∗ The first official Fourth of 
July part was held at the 
White House in 1801 

 

∗ The percentage of 
American homes with an 
outdoor grill is 87 percent 

 

∗ The song “Yankee Doodle” 
was sung originally by 
British officers making fun 
of backwoods Americans 

 

∗ The Declaration of 
Independence was signed 
by 56 men from 13 colonies 

 

∗ There are more than 30 
towns nationwide that have 
the word “Liberty” in their 
names 

 
Have a safe 
 and happy  

Fourth of July!  

consumer-based services, such as video games, with their work email 
addresses. When the databases of those consumer sites and services 
are breached, your organization’s data may be in jeopardy. 

 

 First, use different passwords for every site that requires a login. This 
minimizes the chances of hackers finding their way into your personal 
accounts. Second, avoid using your work email address when signing 
up for consumer sites like Facebook or for online gaming. If hackers 
attack, both your personal information and your company’s data are 
at risk. 

 

  5. Online posting 
 

 Many organizations employ online sharing portals (Microsoft Share-
Point, Yammer) and social media sites (LinkedIn, Twitter) for corpo-
rate work. It’s critical to establish corporate posting policies (e.g., 
what information or data is appropriate to share and by whom). This 
will help prevent sensitive company information from inadvertently 
being shared or exposed. 

 

 Be thoughtful when positing documents and comments to online por-
tals and social media sites.  Some information is sensitive and should 
not be shared with unauthorized persons. It’s also important to have 
one person monitoring and controlling access to content posted to 
these sites. 

 

 For more information on protecting your company computers give 
IMS a call today. For the first 5 callers we will go over for FREE ($240 
Value!) what policies and procedures that should be taken to avoid 
SPAM and Virus attacks. 
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The Book End 
 By: John Wobbema 
 

Along the Way 
By: Martin Sheet & 

 Emilio Estevez 
 

This is a father and son memoir that 
delves into Martin and Emilio’s personal and professional lives together.  The 
book also walks them through the making of their movie “The Way,” which 
was released on video earlier this year.  I have always enjoyed watching Mar-
tin Sheen in movies and on television (especially in The West Wing) and I 
also found the movie “The Way” spectacular.  This was a very enjoyable and 
interesting read.  
 

Review from Publishers Weekly: 
 

Icons of the silver screen and father/son duo Sheen and Estevez reminisce on 

their careers, lives, and relationship in this engaging dual memoir. In alter-

nating chapters, each actor describes the difficulties and triumphs of making 

it in showbiz, as well as the struggles intrinsic to any father/son relationship. 

The stories hinge on the making of The Way, a new movie directed by Es-

tevez, and featuring Sheen as a father bearing his son's ashes across Spain's 

500-mile Camino de Santiago. Sheen remembers his Spanish roots and his 

resilient immigrant father; Estevez recalls in a vivid picaresque his childhood 

years spent abroad as his father made movies. In addition to reflections on 

each man's philosophies, intimacies, and misunderstandings, exciting events 

abound, as when Sheen eschews a stunt-double and leaps into a frigid river 

while shooting The Way… 



The Lighter 
Side… 

 
 

Summer Weather 
Top 10 List 

 
10. An honest weatherman says, 
“Today's forecast is bright and 
sunny with an 80% chance that 
I'm wrong.” 
 
9.  First cave man says to second 
cave man: “I don't care what you 
say. We never had such unusual 
weather before they started using 
bows and arrows.” 
 
8.  Nate: “Hey, what's the weather 
like out there?” Kate: “I don't 
know. I'll tell you when it clears.” 
 
7.  Why did the lady go outdoors 
with her purse open? Because she 
expected some change in the 
weather.  
 
6.  It's a bit "muggy" in New York 
today.  
 
5.  There’s a technical term for a 
sunny, warm day which follows 
two rainy days. It’s called Monday.  
 
4.  A postcard home: The weather 
is here. Wish you were beautiful.  
 
3.  Two Viking invaders are 
trudging up the beach in the 
pouring rain. One looks skywards 
and says, “So this is England. 
What’s it like?” The other snarls, 
“Well, if you like the weather, 
you’ll love the food.” 
 
2.  There was a communist named 
Rudolph. One day he looked out 
the window and said, “It looks like 
a storm is coming.” “ No it isn’t," 
said his wife. “Besides, how would 
you know?”  “Because,” he 
responded, "Rudolph the Red 
knows rain, dear.” 
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HOW TO DEAL WITH 
DISAPPOINTMENT 

      
     Disappointment is inevitable; there are just too many things going on 
in our lives to not have something or someone disappoint us. There are 
certainly degrees of disappointments, they come in all sizes, but it’s the 
big ones I want to address today. 
 

     People, associates, companies, teachers, bosses, teammates, 
classmates, spiritual leaders, politicians, spouses, brothers, sisters, Moms 
and Dads are all on the list of potential disappointers. I am writing 
this because I just had a big disappointment occur. It’s not important 
what happened. What is important is how I will deal with it. 
Disappointment can lead to frustration, anger, and even bitterness; these 
are all emotions that will sap the excitement, energy and vitality right out 
of you. Over the years, I have learned that dwelling on a disappointment 
won’t make it any better, make it go away, or ease the fact that it 
happened. But occasionally, I still catch myself dwelling on it. 
 

     I have no intention of letting anyone or anything keep me 
down long. That doesn’t mean I won’t feel the pain, anger, frustration, 
or hurt at the moment it occurred. But, it does mean I won’t keep feeling 
it. If certain people keep letting you down, then avoid them. The same is 
true for companies whose product or service fails to meet you 
expectations; avoid them, too. Thomas Jefferson once said, “If I am to 
meet with a disappointment, the sooner I know it, the more of life I shall 
have to wear it off.”  Disappointments don’t just vanish, but as Jefferson 
noted, they will wear off, if you let it go.  
 

     Dwelling on disappointment takes time and energy away from you, 
time which you could be using somewhere else. By dwelling on it, you are 
actually making it worse. If someone did something on purpose, dwelling 
on it is allowing them to win even more. I had a football coach once tell 
me that when I got tackled really hard to get-up off the ground fast, like I 
was totally unaffected. He said it will rattle your opponent. He said your 
opponent, who just delivered the painful blow, is thinking they crushed 
you, hurt you, and beat you. By getting up fast, as if nothing happened, 
they will start thinking otherwise. If I can share anything with you today 
that will help you better handle disappointment, it would be summed up 
in having the following reaction: GET UP FAST!  …  MOVE 
ON!  …  GET OVER IT!  …  LET IT GO!   

 

     I heard it once stated, “Disappointment to a noble soul is what cold 
water is to burning metal; it strengthens, tempers, intensifies, but never 
destroys it.” What an incredible way to look at it. The key words there are 
Noble Soul. The level of success in your life comes from the choices you 
make. When it comes to dealing with disappointment, be the Noble 
Soul and MOVE ON! 

Guest article provided by Robert Stevenson is a highly 
sought after, internationally known speaker. He is the author 
of the best-selling books “How to Soar Like An Eagle in a 
World Full of Turkeys” and “52 Essential Habits For Success.” 
Robert is a graduate of the Georgia Institute of Technology 
(Georgia Tech) and is a former All-American Athlete. He 
started his first business at 24 and has owned several compa-
nies. Robert has international sales experience dealing in over 
20 countries. Learn more at: www.robertstevenson.org/  
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