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“As a business owner, I know you don’t
have time to waste on technical and
operational issues. That’s where we
shine! Call us and put an end to your IT
problems finally and forever!”

- Rick Johnston
Information Mgmt. Systems

January, 2011
Fargo, ND

Inside This Issue...

The Top 5 Worst High-Tech Habits To
Break In 2011..c.ceveeeeveenenceeeennennen. Page 1

How To Stop Employees From Indulging
In Excessive Cell Phone Usage At

Shiny New Gadget Of The Month: How
To Print An Image Or Document From
Anywhere By Simply E-mailing It To
Your Printer.......ccccceevveeenuennne. Page 2

Companies Beware........ ......... Page 3

Why Your “Not-To-Do” List Is Just As
Important As Your “To-Do” List

“T wrote assembly instruactions for
Children's tovs, What did you de?”

Technology Times

“Insider Tips To Make Your Business Run
Faster, Easier, And More Profitably”

“The Top 5 Worst High-Tech Habits
To Break In 2011”

Admit it; you have some bad habits when it comes to maintaining the
security and “health” of the high-tech tools you dearly depend on. Since it’s
a fresh, new year, we thought it would be appropriate to point out the top 5
bad habits you should work on fixing in 2011.

1) Not backing up your data. Funny how most people start
their confession of not backing up their data with the words, “I
know it’s bad, but...” If you know, then why are you still doing it?
There’s absolutely no good reason to let this one continue. Call us
and we’ll hook you up with a solid backup plan that will make sure
you can be back up and running again FAST.

2) Relying on tape drives to backup your data. This is al-
most as bad as bad habit #1. Why? Because tape drives have an av-
erage failure rate of 100% — and that’s not a typo. It’s not a matter
of “if” but “when” is your tape drive going to fail. Trash ’em and get
a better system in place!

3) Using weak passwords. If you've ever used the word
“password” as your password, we're talking to you! A good pass-
word should contain a combination of numbers and upper and
lower case letters.

4) Not installing the latest security patches and software
updates. Once a new patch is released by a software vendor, it acts
like a green light for hackers who instantly implement viruses and
scams to take advantage of those individuals who don’t regularly
update (patch) their system.

5) Printing and storing paper documents for everything.
The cost of installing a document imaging (also called document
management) solution has come down dramatically, and it is now
easier than ever to implement. Plus you get the added benefits of
saved storage space, saved time in searching for documents, in-
stant access to any paper file via the Internet, fewer lost files, less
chance of losing critical documents to fire, water, or wear and tear,
AND a cost saving on paper and ink. With all these benefits, why
on earth would you still stick to your Stone Age paper filing sys-
tem?

Want help in breaking any of these bad habits? Call today for a
no-obligation, no-pressure consultation on how we can help you break
these bad high-tech habits for good!

Want to Lock-in your IT Costs for the Next THREE Years? Sign up for IMS Total Care Services TODAY'!
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Shiny New Gadget Of
The Month

HP ePrint
o=

The new HP ePrint lets you
print documents and images
from virtually any PC or phone
simply by e-mailing them to
your printer. If you can send
an e-mail, you can use ePrint.
Here’s how it works:

First, you assign an email
address to your printer and
connect it to the Internet
through either a wireless or
wired connection. To print
something, simply send an
email containing your
document to your printer's
address — it’s that simple! You
can print images, Microsoft
Word documents, Excel
spreadsheets, PowerPoint
presentations, PDFs, and
photos. You can view and
manage print jobs sent to your
printer using your printer Job
History that is available on
HP’s ePrintCenter.

One downside is that some
documents printed with ePrint
may appear different from the
original in style, formatting
and text flow. For documents
that need to be printed with a
higher quality (such as legal
documents), you might want
to go the traditional way of
printing directly from your PC.
The HP ePrint service is
available free of charge with
your HP ePrint-enabled
printer and doesn’t require
any special software or smart
phone apps to work.

How To Stop Employees From
Indulging In Excessive Personal
Cell Phone Use At Work

Thanks to smart phone technology, it seems like
everyone is “plugged in” to 24/7 web access, texting, .
and e-mail; not to mention phone conversations. In
some cases, people have become so addicted to their .

wm
Clearly these devices can become a major distraction at work, causing
major problems with productivity, especially if you want your staff to be
focused on getting critical projects completed accurately and on time.

phones that they’re texting constantly, even while
driving, having dinner with their families or using

But mandating a “no cell phone” policy may be too harsh. So where’s
the balance? Here are a few tips:

the bathroom!

1) Implement a personal cell phone usage policy in writing.
Taking a personal call from the daycare about a sick child
may be acceptable, but spending 3 hours plus organizing a
wedding is not. This should include certain etiquette rules,
such as turning the ringer off during meetings or speaking
softly to avoid disrupting others. If possible, get your em-
ployees involved in creating the policy; explain why you are
doing it and that you want to make it fair and reasonable.
Usually there are only a small percentage of employees who
truly abuse the system, so you’ll find most employees will be
on board with the policy and happy to provide input.

2) Post this policy throughout the office as a reminder.
3) Review this policy with each employee and have them sign it.

4) Provide some flexibility for those in unusual circumstances,
such as an employee with a sick child or with a recent death
in the family.

5) Enforce the policy so everyone knows you are serious about
it. One of the best ways for management to do this is by
walking around. Since personal cell phones are not connect-
ed to the company’s network, you really won’t know if any-
one is violating the policy unless you physically walk around
to check on them from time to time.

6) Lead by example! Don’t expect your employees to stay off
their cell phones if you are constantly texting and talking on
yours.

Attention: Your cell phone policy can be included in your AUP
(acceptable usage policy) that directs how employees may or may not
use company resources (Internet, e-mail, etc.). For more help in creat-
ing these policies, contact our office!

Want to Lock-in your IT Costs for the Next THREE Years? Sign up for IMS Total Care Services TODAY!



The Lighter Side...

Following IT
Requirements?

During a recent password
audit, the IT director
discovered a new employee
was using the following
password:
MickeyMinniePlutoHuey
LouieDeweyDonaldGoofy
Sacramento

Out of curiosity, he asked why
she was using such a long
password, to which she
replied, “I was told that it had
to be at least 8 characters long
and include at least one
capital!”

Fake-Meanings

Coffee (n.), a person who is
coughed upon.

Flabbergasted (adj.),
appalled over how much
weight you've gained.

Abdicate (v.), to give up hope
of ever having a flat stomach.

Willy-nilly (adj.), impotent.

Gargoyle (n.), an olive-
flavored mouthwash.

Flatulence (n.), an
emergency vehicle that picks
you up after you are run over
by a steamroller.

Balderdash (n.), a rapidly
receding hairline.

Rectitude (n.), The dignified
demeanor assumed by a
proctologist immediately
before he examines you.

Circumvent (n.), the
opening in front of boxer
shorts.
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Companies Beware:
The Next Big Leak Could Be Yours

WikiLeaks’ release of secret government communications is a warning to
the world’s companies: You may be next.

Computer experts have warned for years about the threat posed by
disgruntled insiders and by poorly crafted security policies, which give too
much access to confidential data. And there is nothing about WikiLeaks’
release of U.S. diplomatic documents to suggest that the group can’t—or
won’t—use the same methods to reveal the secrets of powerful corporations.

And as WikiLeaks claims it has incriminating documents from a major
U.S. bank, there’s new urgency to addressing information security inside
corporations and a reminder of its limits when confronted with a
determined insider.

At risk are e-mails, documents, databases and internal websites that
companies think are locked to the outside world. Companies create records
of every decision they make, whether it’s rolling out new products, pursuing
acquisitions, fighting legislation, foiling rivals or allowing executives to sell
stock.

Although it’s easy technologically to limit who in a company sees specific
types of information, many companies leave access settings far too open.
And despite intentions, mistakes happen and settings can become
inadvertently broad, especially as networks grow more complex with
reorganizations and acquisitions.

And even when security technology is doing its job, it’s a poor match if
someone with legitimate access decides to go rogue.

All an insider needs to obtain and leak secrets are access and a cheap
thumb drive. By contrast, outside attackers often have to hack into personal
computers at the bottom of the food chain, then use their skills and guile in
hopes of working their way up.

Employees go rogue all the time—for ego, to expose hypocrisy, to exact
revenge or simply for greed:

- A former analyst with mortgage lender Countrywide Financial Corp.,
now owned by Bank of America, is awaiting trial on charges he
downloaded data on potentially 2 million customers over two years,
charging $500 for each batch of 20,000 profiles. Prosecutors say the
analyst worked secretly on Sundays, using an unsecured Countrywide
computer that allowed downloads to personal thumb drives. Other home
loan companies bought the customer profiles, including Social Security
numbers, for new sales leads, according to authorities.

- An employee with Certegy Check Services Inc., a check authorization
service, was accused of stealing information on more than 8 million people
and selling it to telemarketers for a haul of $580,000. He was sentenced in
2008 to nearly five years in prison.

Despite the repeated warnings, many companies lack clear policies on who
should have access to certain data, said Christopher Glyer, a manager with
Mandiant Corp., an Alexandria, VA.—based security firm that investigates
computer intrusions.

WikiLeaks argues that revealing details of companies and governments

Want to Lock-in your IT Costs for the Next THREE Years? Sign up for IMS Total Care Services TODAY!



Text Messaging Used
To Defeat The
Taliban

According to an article in
Network Computing Magazine,
British Intelligence is using text-
messaging spam as part of their
PsyOps campaign to defeat the
Taliban.

When they discover a Taliban
fighter’s cell phone number, they
bombard it with spam messages
such as “We know who you are,
give up,” and other demoralizing
messages. They also send wrong
information by pretending to be
other Taliban fighters. The logic?
Spam tends to enrage the user
receiving it. Is it working? There
was no report of the results,
although I would imagine the
Brits are having a good laugh over
this.

The BIG Cost Of A
Tiny Typo

A casino in Illinois wanted to
reward its best customers and get
them to come back for a repeat
visit. To get this done they mailed
out 11,000 coupons which
included a few featuring cash
prizes of $525.

But thanks to the mistake of a
third party printing company,
ALL 11,000 coupons were printed
with the same cash offer,
obligating the casino to a total
payout of $5.8 billion dollars in
prizes. Although the contest rules
included a disclaimer giving the
casino the option to change or
cancel the offer, the Illinois
Gaming Board ordered the casino
to honor the coupons. Now
there’s one marketing campaign
that had the owners of the casino
praying for a poor response!
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behaving badly, no matter how the information is obtained, is good for
democracy.

Julian Assange, WikiLeaks’ founder, told Forbes magazine that the
number of leaks his site gets has been increasing “exponentially” as the
site has gotten more publicity. He said it sometimes numbers in the thou-
sands per day.

Assange told Forbes that half the unpublished material his organization
has is about the private sector, including a “megaleak” involving a bank.
He would not name the bank, but he said last year in an interview with
Computer World that he has several gigabytes of data from a Bank of
American executive’s hard drive. One gigabyte can hold nearly 700,000
pages of text.

Companies have many options technologically to protect themselves.

Alfred Huger, vice president of engineering for security firm Immunet
Corp. in Palo Alto, said companies could simply configure their e-mail
servers to restrict who certain people can send documents to.

Other measures include prohibiting certain people from copying and
pasting from documents, blocking downloads to thumb drives and CD-
ROMs, and deploying technologies that check if executives’ e-mail mes-
sages are being checked too often—a sign that an automated program is
copying contents.

But the more companies control information, the more difficult it is for
employees to access documents they are authorized to view. That lowers
productivity.

* Contact IMS today to see if your company is at risk

* Read more about this article at https://news.yahoo.com/WikiLeaks_Security_Lessons

Why Your “Not-To-Do” List Is Just As
Important As Your “To-Do” List

One of the New Year’s resolutions I often have is to get more organized
and better manage my time. After all, who doesn’t want to get more
done? But a big mistake many people make is thinking ONLY in terms of
“more” when it comes to getting things done. Why is this a mistake? Be-
cause chances are your plate is already full of to-do items; if you want to
accomplish MORE, you’ll have to actually start thinking about what you
are going to STOP doing in order to fit in the more important tasks that
move you closer to your goals.

As we all know, only about 20% of the things you do deliver 80% of the
results you want to achieve. Therefore, in order to “get more done,” you
have to clearly identify what that 20% is and focus on doing more of
those activities, and delegating or ignoring the 80% of time-wasting
“stuff” we all get caught up in doing. What are some big time wasters?

V' Not having a plan for your day and reacting to whatever
shows up.

V' Constant texting or online surfing. For many, this is a
huge addiction and distraction that can waste HOURS.

V' Checking e-mail every 5 minutes.

Want to Lock-in your IT Costs for the Next THREE Years? Sign up for IMS Total Care Services TODAY!



