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5 Ways To Safely
Shop Online

Have you ever made a purchase online? The vast majority of
people who regularly use the Internet have. E-commerce has be-
come so popular and convenient that many people have come to
prefer it to more traditional shopping. Those who eschew the idea
of buying stuff online tend to do so because they view the various
platforms as not being secure enough, and therefore putting high-
ly profitable information, such as credit card numbers, at risk. If
you do shop online though, there are some precautions you
should take.

Below are five ways to ensure that e-commerce transactions remain se-
cure:

1. Watch what you share

Many security experts continually want this for social media us-
age, but it is also relevant to e-commerce. Often, when you make
an online purchase you will be asked to provide some personal
information. This might include your shipping and billing ad-
dress, birthday, etc. Did you know that many sites will often ask
for more information than they really need to complete the or-
der?

The reason companies ask for this additional information is often
so they can get to know you better, and provide more relatable,
targeted product recommendations. Some dubious sites may ask
you for this information and later sell it to a third party. When
purchasing online, you should be aware of what information that
is required — usually indicated by an asterisk — and what isn’t. In
order to remain as secure as possible, only share information that
is absolutely necessary.

Beyond that, if you are planning to link a digital wallet to your
mobile phone, you should be careful who you share or lend your
phone to. These services are set to take off in a big way, and there
has already been instances of people with digital wallets being
duped by strangers asking to borrow their phones in order to find
their wallet. It is a good idea to restrict wallet access and not store
any valuable information on your phone’s hard drive. Instead,
store it on a password protected cloud

storage site. Continued on Back Page...
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Do you have Java turned on in
your web browser? If your an-
swer is “Yes” or “I'm not sure”
then it’s time to take action to
find out. Why? The biggest
threat to your computer systems
in 2013 (and beyond) is no long-
er Microsoft Windows - it is Ora-
cle Java.

After 20+ years as the poster
child for insecure software, Mi-
crosoft’s newest operating sys-
tems (Windows 7 and 8) have
gotten their act together. Cyber-
criminals like to get the greatest
bang for their buck and there-
fore they’re attacking the Java
platform because of its huge
market share and because it’s an
easier platform to hack than the
Microsoft operating system. Ja-
va is now installed in over 1.1
billion desktops and 3 billion
mobile phones. That’s a big tar-
get that is very attractive to
hackers. Hackers also love that
Java is multi-platform, which

Java

means it’s capable of cor-
rupting PCs running Win-
dows, Mac OS X or Linux.
And since many Mac users
don’t have anti-virus, hack-
ers were able to infect over
600,000 Macs with serious
malware via the Java soft-
ware installed on their ma-
chines.

Right now, cybercriminals
are aware and exploiting any
security flaws in Java that
could lead to infections on
your computer. There are
even automated kits now
available to capitalize on any
security hole found within
days, if not hours
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of them becoming known. It’s
not unusual to see hackers use
Java as a first attack to weaken
the defenses before serving up
an Operating System specific at-
tack. Even the Department of
Homeland Security suggested
that “To defend against future
Java vulnerabilities, their users
should consider disabling Java
in web browsers.”

Here are 3 steps you can
take today to minimize your
risk:

1. Disable or uninstall Java
wherever you can. If you
don’t need it, remove it.

2. Where Java is necessary, use
a separate web browser only
used for Java based websites
and be sure to patch Java
regularly.

3. Have your staff report the
first signs of slowness, possi-
ble infections and web
browser popups to your IT
contact as soon as they hap-
pen.

How To Pick A Good Password

What’s the most common password? You guessed it...”password.” Obviously this is not the best
way to protect yourself against hackers and online thieves. But even if you don’t use the word
“password,” you might be using an equally easy password to decipher.

We suggest you DON’T use the following passwords for really important web sites, such as your
online banking web site or other financially related sites.

- Your name or your spouse’s name
- Your pet’s name

- Your children’s names

- Your birth date

- The last four digits of your Social Security number - Your phone number

- Your address

- A series of consecutive numbers, such as “1, 2, 3, 4.

- A single word that would appear in a dictionary.

”»

Your best bet for creating a strong password: Use combinations of letters, numbers and special

characters.
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Shiny New Gadget
Of The Month:

IFI (I Found It)

This day and age we have so
many electronics to keep up with.
Now there’s a simple way to track
where you've left them and keep
them from getting stolen.

The iFi Systems Smart Tags work
like a two way pager between you
and your valuables. The iFi utiliz-
es a Bluetooth connection
through an app on your iPhone or
Droid device. It can easily be at-
tached to a handbag, camera case,
or just about anything else you'd
like to protect. These Smart Tags
can also act as a handy reminder
that you've forgotten something
or, worse, that your valuables are
walking off with an opportunistic
thief!

You can attach multiple tags to
multiple items and check the sta-
tus of each one directly from the
home screen. You can customize
the names and the alert sounds
for each item individually, and
you can even monitor battery life
via your smartphone. Can’t find
the phone you say? Simply use
your tag to track it. The commu-
nication system works both ways.

iFi Systems Smart Tags come in
both iOS and Android models and
the associated app can monitor
up to 6 different items at a time.
It gives a Google map of where a
tag was at the time of separation.
You can also set up safe zones,
like when you’re at your office, so
you do not have to endure alerts
every time you walk to the water
cooler. Get yours at
WWWw.amazon.com

So if you want to keep your be-
longings safe, primarily from
yourself, get some iFi Smart Tags.
Around 30 to 35 bucks, depend-
ing on your operating system,
from iFisystems.com
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1. Do what you need to do now so you will eventually get to do what you
want to do later.

2. Discipline is the ability to get things done regardless of how you feel
about doing them.
3. Passion only pays off when channeled into productive effort.

4. Others may believe in you, help you and support you, but ultimately
nobody will do it for you. You are responsible for your own life.

5. If you don’t do your job any differently than anybody else who does it,
you won’t get paid more than anybody else.

6. More often than not, you succeed in spite of not because of your cir-
cumstances.

7. If you think a little better and work a little harder you will always ac-
complish more than others.

8. If you can’t control it, get over it.

9. If you don’t appreciate where you are at, you won’t appreciate where
you are going.
10. Get clear on what really matters to you and then get busy pursuing it.

If you want more insights into how to turn the ordinary into the extraor-
dinary, go to Mark’s site at www.marksanborn.com

Mark Sanborn, CSP, CPAE, is president of Sanborn & Associates, Inc., an idea
studio dedicated to developing leaders in business and in life. Mark is an international
bestselling author and noted authority on leadership, team building, customer service
and change. Mark is the author of eight books, including the bestseller The Fred
Factor: How Passion In Your Work and Life Can Turn the Ordinary Into the Extraor-
dinary which has sold more than 1.6 million copies internationally. Learn more about
Mark at www.marksanborn.com
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2. Watch how you connect

People are using their phones, tablets and laptops for online shopping
in an ever increasing number. This is largely because the devices are
convenient and portable — you can shop from wherever you may be.
But, what many people fail to realize is that they are connecting to
public Wi-Fi if they are on the go. Sure, it is cool to be able to buy
your groceries on Amazon from the coffee shop at lunch, but if you
have connected to public Wi-Fi, your information is likely wide-open
— anyone with the right tools can access it.

You need to be careful when you shop. Don’t enter any valuable or im-
portant information like passwords and credit card numbers while con
nected to public Wi-Fi. If your mobile device has a data plan, switch to
that instead. Or, wait until you are connected to a secure network.

3. Verify all sites

When you are shopping online you should verify that the site is in fact
legitimate. The easiest way to do this is to take a look at your browser’s
URL bar, and more specifically the website’s address. You are looking
for it to start with, https://. What this indicates is that the website has
been authenticated as being legitimate. Most websites like Amazon,
Google, Apple, Facebook, etc. all have https protocols. If you don’t see
this in the address, you may be looking at a fake website.

4. Don’t pay with your bank account

One of the benefits of e-commerce is that it is easy. Because of this, the
number of users buying stuff online is growing exponentially. Banks
are aware of this trend and have launched services that allow you to
pay for transactions with your debit card. The problem with this is
these cards are directly linked to your bank account, often with higher
limits than credit cards. It can be incredibly tough to get money back if
something happens, largely because as soon as your account has been
debited, the money is gone.

5. Don’t link accounts

For convenience, many online retailers like Amazon, Apple, etc. offer to
store your credit card number. It is highly recommended that you don’t
allow these sites to store your credit card numbers, especially if you use
the same account name or email address as other accounts.

If you get hacked, and the hacker finds that you have say an Amazon
account with the same username and password, they will likely go on a
shopping spree, which could cost you time and money.

Taking precautions while shopping online is a good idea, and could
help mitigate the risk of having your identity or money stolen.
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