
What’s New 
 
 
Cleanup Week in Fargo is 
May 1st—5th, 2017. 
 
The annual event cleans up 
our cities by giving residents 
an opportunity to dispose of 
tires, appliances and other 
large items at no charge on 
their garbage collection day.  
 
Please go to:  
http://cleanupweek.com for 
more information. 
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R ansomware is 
everywhere. Over the last 
couple years, dozens of 
unique versions of the 

malware have sprung up with a 
singular purpose: Extorting money 
from your business. Before you 
even consider paying for the release 
of your data, the first thing you 
must always check is whether your 
ransomware infection already has a 
free cure. 
 

The state of ransomware in 2017 
 

It’s been almost 30 years since 
malware was first created that 
could encrypt locally-stored data 
and demand money in exchange for 
its safe return. Known as 
ransomware, this type of malware 
has gone through multiple periods 
of popularity. 2006 and 2013 saw 
brief spikes in infections, but 
they’ve never been as bad as they 
are now. 
 

In 2015, the FBI estimated that 

ransomware attacks cost victims 
$24 million, but in the first three 
months of 2016 it had already 
racked up more than $209 million. 
At the beginning of 2017, more than 
10% of all malware infections were 
some version of ransomware. 
 

Zombie ransomware is easy to 
defeat 
 

Not every type of infection is 
targeted to individual 
organizations. Some infections may 
happen as a result of self-
propagating ransomware strains, 
while others might come from cyber 
attackers who are hoping targets 
are so scared that they pay up 
before doing any research on how 
dated the strain is. 
 

No matter what the circumstances 
of your infection are, always check 
the following lists to see whether 
free decryption tools have been 
released to save you a world of 
hurt: 

Continued page 2 
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7XUQ�2II�$GV�,Q�:LQGRZV�)LOH�([SORUHU 
 

$GYHUWLVHPHQWV�DUH�LQYDGLQJ�HYHU\�FRUQHU�RI�RXU�GLJLWDO�OLYHV��EXW�LI�WKHUH�ZHUH�RQH�SODFH�XVHUV�WKRXJKW�WKH\¶G�EH�VDIH��
LW¶G�EH�:LQGRZV¶�)LOH�([SORUHU��%XW�WKDW¶V�QR�ORQJHU�WKH�FDVH��0LFURVRIW�KDV�VWDUWHG�DGYHUWLVLQJ�SURGXFWV�LQVLGH�WKH�
ZLQGRZ�XVHUV�DFFHVV�WR�QDYLJDWH�WKHLU�KDUG�GULYH��7KDQNIXOO\��ZH�NQRZ�KRZ�WR�GLVDEOH�WKHVH�DGV� 
 

:KR�LV�JHWWLQJ�WKHVH�DGV" 
 

5LJKW�QRZ��ZH¶UH�VWLOO�XQVXUH�RI�KRZ�ZLGHVSUHDG�0LFURVRIW¶V�QHZ�DGYHUWLVLQJ�VWUDWHJ\�JRHV��1RW�HYHU\�:LQGRZV�
ZRUNVWDWLRQ�KDV�VWDUWHG�GLVSOD\LQJ�)LOH�([SORUHU�EDQQHUV��DQG�EDVHG�RQ�VRPH�RYHUZKHOPLQJO\�QHJDWLYH�UHDFWLRQV�
RQOLQH��WKH�FDPSDLJQ�PLJKW�JHW�VKXW�GRZQ�EHIRUH�LW�HYHQ�UHDFKHV�\RXU�GHVNWRS� 
 

+RZHYHU��HYHQ�LI�\RX�KDYH�\HW�WR�EH�WDUJHWHG��\RX�FDQ�TXLFNO\�DQG�HDVLO\�GLVDEOH�WKHVH�DGV�ULJKW�QRZ� 
 

+RZ�GR�,�WXUQ�WKHP�RII" 
 

$W�WKH�PRPHQW��WKHVH�SXVK\�SURPRWLRQV�VKRZ�XS�RQO\�LQ�:LQGRZV¶�)LOH�([SORUHU�ZLQGRZ��VR�WKDW¶V�ZKHUH�ZH¶OO�EHJLQ��
$IWHU�\RX¶YH�RSHQHG�D�QHZ�ZLQGRZ��WKHUH�DUH�RQO\�ILYH�VWHSV�WR�ERRW�WKHP�RII�\RXU�VFUHHQ� 
 

�� 6HOHFW�9LHZ�IURP�WKH�ULEERQ�DORQJ�WKH�WRS�RI�DQ\�)LOH�([SORUHU�ZLQGRZ� 
�� &OLFN�2SWLRQV�RQ�WKH�IDU�ULJKW-KDQG�VLGH� 
�� ,Q�WKH�QHZ�ZLQGRZ�VHOHFW�WKH�9LHZ�WDE� 
�� ,Q�WKH�$GYDQFHG�6HWWLQJV�ZLQGRZ�SDQH��VFUROO�GRZQ�DQG�GHVHOHFW�µ6KRZ�V\QF�SURYLGHU�QRWLILFDWLRQV¶� 
�� &OLFN�$SSO\�DQG�FORVH�WKH�)ROGHU�2SWLRQV�ZLQGRZ� 

 

7KDW¶V�DOO�LW�WDNHV��.HHS�LQ�PLQG�WKDW�ZH�KLJKO\�UHFRPPHQG�WKH�VHUYLFHV�0LFURVRIW�FKRVH�WR�DGYHUWLVH�ZLWK�WKLV�PRYH��
2IILFH������2QH'ULYH��DQG�RWKHUV�DUH�DOO�JUHDW�FORXG�SODWIRUPV�IRU�VDIHO\�ZRUNLQJ�DQG�FROODERUDWLQJ�IURP�DQ\�GHYLFH�LQ�
DQ\�ORFDWLRQ�—�ZH�MXVW�GRQ¶W�ZDQW�WR�VHH�DGYHUWLVHPHQWV�IRU�WKHP�ZKHQ�ZH¶UH�KXQWLQJ�GRZQ�VDOHV�UHFRUGV� 
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·  Kaspersky Lab’s No Ransom 
List 
 

· Avast’s Free 
Decryption 
Tools 
 

· Trend Micro’s 
Ransomware 
File Decryptor 
 

· Fightransomware.com’s 
Breaking Free List 

 

Prevention 
 

But even when you can get your 
data back for free, getting hit with 
malware is no walk in the park. 
There are essentially three basic 
approaches to preventing 
ransomware. First, train your 
employees about what they should 
and shouldn’t be opening when 

browsing the web and checking 
email. 

 

Second, back up your 
data as often as 
possible to 
quarantined storage. 
As long as access to 
your backed-up data 
is extremely limited 

and not directly connected to your 
network, you should be able to 
restore everything in case of an 
infection. 
 

Finally, regularly update all your 
software solutions (operating 
systems, productivity software, and 
antivirus). Most big-name vendors 
are quick to patch vulnerabilities, 
and you’ll prevent a large portion 
of infections just by staying up to 
date. 

Whether it’s dealing with an 
infection or preventing one, the best 
option is to always seek 
professional advice from seasoned 
IT technicians. It’s possible that you 
could decrypt your data with the 
tools listed above, but most 
ransomware strains destroy your 
data after a set time limit, and you 
may not be able to beat the clock. If 
you do, you probably won’t have 
the expertise to discern where your 
security was penetrated. 
 

Don’t waste time fighting against a 
never-ending stream of cyber 
attacks — hand it over to us and be 
done with it. Call today at  
701-364-2718 or email 
info@imsnetworking.com to find 
out more information. 
 

Free Decryption 
Tools Have Been 

Released To Save You 
A World Of Hurt 
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Shiny New Gadget Of 
The Month: 

2QFH�XSRQ�D�WLPH��2FXOXV�5LIW 
UXOHG�WKH�ZRUOG« 
 
7KH�YLUWXDO�UHDOLW\��95��ZRUOG� 
DQ\ZD\��1RW�VR�PXFK�DQ\PRUH� 
1RZ�WKDW�95�KHDY\ZHLJKWV�6RQ\� 
+7&�DQG�6DPVXQJ�KDYH�HQWHUHG 
WKH�ULQJ��WKHUH¶V�D�ZKROH�QHZ 
UHDOLW\�LQ��ZHOO«95� 
 
6RQ\¶V�3OD\6WDWLRQ�95�ZDV 
UHFHQWO\�FURZQHG�³(GLWRU¶V 
&KRLFH´�E\�3&�0DJ��$QG��LI�\RX 
KDSSHQ�WR�RZQ�D�FRPSDWLEOH 
6DPVXQJ�*DOD[\�VPDUWSKRQH� 
VXFK�DV�WKH�6��RU�6��(GJH��\RX 
FDQ�JHW�³XQWHWKHUHG´�95�IRU�MXVW 
������<RX¶OO�SD\�IRXU�WLPHV�WKDW 
IRU�WKH�5LIW��+7&¶V�9LYH�RU�6RQ\¶V 
3OD\6WDWLRQ�95�–�DOO�WHWKHUHG 
VHWV��UHTXLULQJ�D�FOXQN\�FDEOH 
IURP�KHDGVHW�WR�KDUGZDUH� 
 
9LYH�KDV�WKH�PRVW�DGYDQFHG 
WHFKQRORJ\��EXW�5LIW�LV�QHDUO\ 
DV�VRSKLVWLFDWHG�DQG�VHOOV�IRU 
�����OHVV��<RX�FRXOG�VKHOO�RXW 
WKDW�PXFK�IRU�WKH�5LIW¶V�KDQG 
FRQWUROOHUV��EXW��DFFRUGLQJ�WR�3& 
0DJ��WKH\¶UH�ZHOO�ZRUWK�LW��6R 
ZKLOH�2FXOXV�PD\�QRW�EH�NLQJ��
LW¶V�VWLOO�D�VHULRXV�FRQWHQGHU� 

7KRXJKW�2FXOXV 
:DV�.LQJ" 
7KLQN�$JDLQ 
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,V�)LOHOHVV�0DOZDUH�$�7KUHDW�7R�<RX" 
 

7KHUH�KDYH�EHHQ�VRPH�WUXO\�KRUULI\LQJ�F\EHU-VHFXULW\�KHDGOLQHV�SRSSLQJ�XS�
RYHU�WKH�ODVW�PRQWK��,I�\RX¶YH�EHHQ�UHDGLQJ�DERXW�³ILOHOHVV´�PDOZDUH�DWWDFNLQJ�
EDQNV�DQG�RWKHU�ELJ-QDPH�LQVWLWXWLRQV�DURXQG�WKH�ZRUOG��ZH¶UH�KHUH�WR�VHW�WKH�
UHFRUG�VWUDLJKW��<RXU�EXVLQHVV�LVQ¶W�LQ�GLUHFW�GDQJHU��%XW�HYHQ�LI�\RX¶UH�QRW��
VWD\LQJ�DEUHDVW�RI�DOO�WKH�GHWDLOV�LV�VWLOO�ZRUWKZKLOH� 
 
:KDW�LV�WKLV�QHZ�WKUHDW" 
 

7R�RYHUVLPSOLI\�WKH�PDWWHU��ILOHOHVV�PDOZDUH�LV�VWRUHG�VRPHZKHUH�RWKHU�WKDQ�D�
KDUG�GULYH��)RU�H[DPSOH��ZLWK�VRPH�LQFUHGLEO\�WDOHQWHG�SURJUDPPLQJ��D�SLHFH�
RI�PDOZDUH�FRXOG�EH�VWRUHG�LQ�\RXU�5DQGRP�$FFHVV�0HPRU\��5$0�� 
 
5$0�LV�D�W\SH�RI�WHPSRUDU\�PHPRU\�XVHG�RQO\�E\�DSSOLFDWLRQV�WKDW�DUH� 
UXQQLQJ��ZKLFK�PHDQV�DQWLYLUXV�VRIWZDUH�QHYHU�VFDQV�LW�RQ�DFFRXQW�RI�LWV� 
WHPSRUDU\�QDWXUH��7KLV�PDNHV�ILOHOHVV�PDOZDUH�LQFUHGLEO\�KDUG�WR�GHWHFW� 
 
7KLV�LVQ¶W�WKH�ILUVW�WLPH�LW¶V�EHHQ�GHWHFWHG 
 

,QGXVWU\-OHDGLQJ�F\EHU�VHFXULW\�ILUP�.DVSHUVN\�/DE�ILUVW�GLVFRYHUHG�D�W\SH�RI�
ILOHOHVV�PDOZDUH�RQ�LWV�YHU\�RZQ�QHWZRUN�DOPRVW�WZR�\HDUV�DJR��7KH�ILQDO� 
YHUGLFW�ZDV�WKDW�LW�RULJLQDWHG�IURP�WKH�6WX[QHW�VWUDLQ�RI�VWDWH-VSRQVRUHG�F\EHU�
ZDUIDUH��7KH�KLJK�OHYHO�RI�VRSKLVWLFDWLRQ�DQG�JRYHUQPHQW�IXQGLQJ�PHDQW� 
ILOHOHVV�PDOZDUH�ZDV�YLUWXDOO\�QRQH[LVWHQW�XQWLO�WKH�EHJLQQLQJ�RI������ 
 
:KHUH�LV�LW�QRZ" 
 

$SSDUHQWO\�EHLQJ�LQIHFWHG�E\�WKLV�VWUDLQ�RI�PDOZDUH�PDNHV�\RX�DQ�H[SHUW� 
EHFDXVH�.DVSHUVN\�/DE�ZDV�WKH�JURXS�WKDW�XQFRYHUHG�RYHU�����LQIHFWLRQV�
DFURVV����GLIIHUHQW�FRXQWULHV��$OPRVW�HYHU\�LQVWDQFH�RI�WKH�ILOHOHVV�PDOZDUH�ZDV�
IRXQG�LQ�ILQDQFLDO�LQVWLWXWLRQV�DQG�ZRUNHG�WRZDUGV�REWDLQLQJ�ORJLQ�FUHGHQWLDOV��
,Q�WKH�ZRUVW�FDVHV��LQIHFWLRQV�KDG�DOUHDG\�JOHDQHG�HQRXJK�LQIRUPDWLRQ�WR�DOORZ�
F\EHU�DWWDFNHUV�WR�ZLWKGUDZ�XQGLVFORVHG�VXPV�RI�FDVK�IURP�$70V� 
 
$P�,�DW�ULVN" 
 

,W�LV�H[WUHPHO\�XQOLNHO\�\RXU�EXVLQHVV�ZRXOG�KDYH�EHHQ�WDUJHWHG�LQ�WKH�HDUOLHVW�
VWDJHV�RI�WKLV�SDUWLFXODU�VWUDLQ�RI�PDOZDUH��:KRHYHU�FUHDWHG�WKLV�SURJUDP�LV� 
DIWHU�FROG�KDUG�FDVK��1RW�UDQVRPV��QRW�YDOXDEOH�GDWD��DQG�QRW�GHVWUXFWLRQ�� 
8QOHVV�\RXU�QHWZRUN�GLUHFWO\�KDQGOHV�WKH�WUDQVIHU�RI�FDVK�DVVHWV��\RX¶UH�ILQH� 
 
,I�\RX�ZDQW�WR�EH�H[WUD�FDUHIXO��HPSOR\�VROXWLRQV�WKDW�DQDO\]H�WUHQGV�LQ� 
EHKDYLRU��:KHQ�KDFNHUV�DFTXLUH�ORJLQ�LQIRUPDWLRQ��WKH\�XVXDOO\�WHVW�LW�RXW�DW�
RGG�KRXUV�DQG�DQ\�LQWUXVLRQ�SUHYHQWLRQ�V\VWHP�VKRXOG�EH�DEOH�WR�UHFRJQL]H�WKH�
DWWHPSW�DV�GXELRXV� 
 
6KRXOG�,�ZRUU\�DERXW�WKH�IXWXUH" 
 

7KH�DQVZHU�LV�D�ELW�RI�D�PL[HG�EDJ��&\EHUVHFXULW\�UHTXLUHV�FRQVWDQW�DWWHQWLRQ�
DQG�HGXFDWLRQ��EXW�LW¶V�QRW�VRPHWKLQJ�\RX�FDQ�MXVW�MXPS�LQWR��:KDW�\RX�VKRXOG�
GR�LV�KLUH�D�PDQDJHG�VHUYLFHV�SURYLGHU�WKDW�SURPLVHV������QHWZRUN�PRQLWRULQJ�
DQG�XS-WR-WKH-PLQXWH�SDWFKHV�DQG�VRIWZDUH�XSGDWHV�—�OLNH�XV��&DOO�WRGD\�DW� 
���-���-�����RU�HPDLO�LQIR#LPVQHWZRUNLQJ�FRP�WR�JHW�VWDUWHG� 
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As of January 31, 
“outsiders” can now 
Skype into the White 
House Press Room.  
 
This enables journalists outside 
the Washington, DC, area to ask 
questions during White House 
press briefings. It’s part of the 
Trump administration’s 
strategy to keep in touch with 
people outside the beltway. 
Journalists attending via Skype 
must be at least 50 miles from 
the DC area. All political 
questions aside, it’s just another 
example of business (or, in this 
case, government) taking 
advantage of available 
technologies. Or, in this case, 
finally catching up… Skype, the 
world’s largest video calling 
service, is nothing new – it’s 
been around since 2003. 
Sometimes it just takes a while 
for users to figure out how to 
make tech work to their 
advantage. Yahoo.com 

Anti-malware programs 
can’t even touch this new 
kind of attack...  
 
“Fileless” attacks became all the 
rage among hackers in 2016. 
According to a report by 
cybersecurity firm Carbon 
Black, fourth quarter 2016 saw a 
33% rise in these “non-
malware” attacks compared to 
the first quarter. Experts expect 

the trend to continue through 
2017. Cyberbad-guys carry out 
these attacks in any number of 
ways. Their “en vogue” method 
at the start of 2017 was 
hijacking PowerShell and WMI 
(Windows Management 
Instrumentation) to do their 
dirty deeds. Brian Kenyon, chief 
strategy officer for Symantec, 
said recently, “Fileless 
infections are difficult to detect 
and often elude intrusion 
prevention and antivirus 
programs.” Reports show the 
Democratic National 
Committee hack last year used 
a fileless attack. DarkReading.com 

Want earbuds that last  
and sound great? 
 
Bragi’s new earbuds, named 
simply The Headphone now 
have “bragging rights” on 
both battery life and sound 
quality. At six hours of battery 
life, these buds shred all 
competition. That includes 
Erato’s Apollo 7 and the Earin 
buds – both of which wimp 
out at three hours. Bragi’s 
Headphone also delivers a 
crystal-clear sound that beats 
most Bluetooth and WiFi 
earbuds. And they let sounds 
come through from whatever 
space you’re in. They also 
receive phone calls and 
respond to voice commands. 

Plus, all of this is 100% 
wireless. They even include a 
sleek-looking lanyard-style 
carrying case. All that being 
said, The Headphone is well 
worth a look if you’re looking 
for a great pair of earbuds. 
-DigitalTrends 
 

If you work at a standing 
desk, you’ll love this. 
 
Ergonomic experts agree that 
“your best position is your 
next position.” In other words, 
your body is meant to move. 
And constant motion reduces 
fatigue as well as back and 
joint pain. Enter the Wurf 
Board, an inflatable platform 
for working at a standing 
desk. As you stand on it, your 
body constantly adjusts, 
keeping you in a subtle state of 
constant motion. Benefits 
include greater energy, focus 
and calorie burn. While anti-
fatigue mats make standing 
comfortable for an hour or so, 
the Wurf Board lets you stand 
easily for hours at a time. 
Priced at $199-$269 and 
available in three sizes, it lets 
you work out while you work. 
-TheBalance.com 
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