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"You should have thought of that
before I abducted you."

Technology Times
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Do You Know What Your Employees Are Doing Online?

You

The Internet and-enail have become indispensible tools for business, but
many companies are finding employees are using these tools as much or
hay joblated tasks. In fact, many business
ownery hayeq recognigzed ghatuprgsiricted use of the Internet by employ-

o eeshasithe paieatial to draina ratbes than enhance productivity and, at

restr.i
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niqn glesensiive®e colfidential data must be en-

crypted before sending across the web. For ex:

ampl e,
. . ingRIMY te caanmunicate from the front desk to
Sadgtehg_é_lbéflg‘_:e ] X
that this is a violation of HIPAA because IM is
not a secure way to transmit information about [a
patient or their health conditions.
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Want to Lock -in your IT Costs for the Next THREE YEARS?

worst, can even have dire legal consequences.
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To reduce the risk and minimize rproductive activities, business own-

ers are utilizing a two pronged approach: (1) Implementing an Internet
Acceptable Use Policy (IAUP) and (2) installing a monitoring system to
and

es o

An AUP is nothing more than a written agreement that sets out the per-
missible workplace uses of the Internet asrdasl. In addition to de-
scribirg) BrbliBib® uses, an AUP should specifically set out prohibited
uses, rules of online behavior, and access privileges with penalties for
violations of the policy spelled out, including security violations and van-
dalism of the system.

S Sama éommon mrilggytbat $hould be included with most AUPs are:

An Internet
oWSeiROIY use
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half
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1 A restriction on sharing confidential informatior| the story.
about the company, its clients or the people
working there. With social media as popular as it

[ donodt

| oyee
page,;

1 Prohibition against visiting web sites that contain pornography, ra-
cism, sexism, gambling, orraail with any such content sent from

even
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Continued on page 2...
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Business
Owners Beware 0

Scammers

If you get a phone call from your
Afcredit card co
to verify the Card Verification

Value (CVV) on the back of your
credit card, do

CCv

They are scammers who are 100k
ing to rip you
scam wor ksé

The criminals who call have al-
ready obtained your credit card
number somehow. Then they cal
claiming that your card was
flagged by security because of ar
unusual purchase.

When you deny making the pur-
chase, a very officiadounding
voice assures you that a credit w
appear on your next statement.

At this point, the caller asks you t
provide the thregligit number on

the back of the card to show that|i

is in your possession. Or, they m
give you a fake telephone numbe
to call, where you will be asked tq
give the number.

Once they have it, they can charge

anything in any amount up to you
credit limit from any vendor and
they will not be questioned.

No matter how official a caller
sounds, never give out the CVV
number. Some card companies ¢
it the DVV2 or DVD2. American
Express calls it the CID. A credit
card company will never ask you
for it.

Want to Lock -in your IT C

Continued from page 1...

f 1 Absolutely no downloading of music files or other programs that are
not approved by management. Al nn.
jokes often contain nasty viruses that could bring down your entire sys-

tem or invite a hacker into your network.
Not or;‘% does an IAUP reduce wasted hours on the net, it can reduce band-
MBidtH ahQ eqliphieht RebdsY & Well as shield you, the business owner, frorr
possible sexual harassment and other lawsuits arising from your em-
nRkoygeiods inappropriate use of the

An AUP Is A Good First Step,
But | tds Only Half

Unfortunately, not everyone follows policies, and some accidentally will
violate your AUP. To ensure company policies are being followed, busi-
nesses are choosing to monitor all Internet activity initiated by their em-
ployees using a web content filtering software.

Tools available today, like Cymphonics and Surf Control, make monitoring
o df émployte neda ushdgeWimpldand easy. Most companies choose to

regularly monitor summary level activity like hours connected to the web,

number of sites visited, and illegal or banned sites visited by the company

while leaving detailed transaction reviews as necessary on-hygasse

basis.

And if someone complains
that this is a violation of
their privacy, rest assured
that nothing could be fur-
ther from the
only legal but good busi-
ness. After all, they are
using your company assets
and if employees are fo-
cused on productive work
and minimize personal use
of the I nternet
likely to never need to ad-

dress their Internet usage.

Just be sure to include a

clause about Internet monitoring in your AUP and have your employees
sign the agreement.

I f y o u BREE tomgrehensivinternet Acceptable Use Policyust
sign up for oufTotal Care Servicesor if you would like to discuss some
simple options available to moni
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hlitact me todayia email at RJohnston@imsnetworking.conviarphone at

(701)3642718.Dond6t wait wuntil 1tdés too |
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FREE:

Disaster Recovery Audit Re
veals How Quickly Your
Business Could Be Back U
and Running After A Natura
Disaster, Server Crash, Viru
Attack, Or Other Data
Erasing Catastrophe

This Audit Will Help

You Answer:

1 How fast could your busines
be back up and running afte
a disaster?

T I's your dat a

1 Is ALL of your data being
backed up every day?

1 Are you really protected fron
hackers, viruses, and humal
error?

1 Do you know the steps and
costs involved to rebuild yoJ
network and recover your
data?

Dondét get cal

Call us for a FREE Disaste
Recovery Audit and gain
complete peace of mind tha
your network and data reall

are safe and secure!

Email:

RJohnston
@imsnetworking.com

Or Call:
(701) 3642718

The Not So Fine Print;

This Free Audit Offer Ends
June 30th so Act Today!

Dondédt be deceived by
icWiFi 6 ¢ otmqompguterrwireless
connections
) Have you ever connecféed hotapdEraée BRuobhi
coffee shop?
S Don't be fooled by this seemingly free connection. It is just a mirage that will not connect
you to the Internet. In fact, you may end up connecting your computer directly to a
hacker.
Normally, wireless connections are created and maintained by a router. However,
an -iado wireless connection -Eiemabldde crr
computers without a router. This type of connection is identifiable by the de-
scription AUNteseomputered comnut er
fnetworkc‘). Basically, [ e ct t
Public Wi Fio network s gsm-alllerh ic o
tocomputer connecti onod — - fle a o
stignfbetvéeengyaun computer and another com- ,
puter nearby. =
Of course not.
You woné6t notice anyt ng b

—

long as you are connected, your computer is a
open book to the other person connected to yoU
In addition, as long as you leave that connection active on your computer, you
are basically leaving a back door open for hackers to walk right in.

—J

=

Basically, someone (we wvhiolclo cneeltlwo
call ed fAFrFeed Hubrl iac pWir pose at one ti
it, he didndét turn it off, the connec

B d 10efik e d!so, everywh€i e -hivmat J
[ network was sure to broadcast. This broadcast signal was soaked up by other
wireless enabled computers and when people noticed the connection, they imme-
itdi ately took it at face value, AFreeo
y computer.
Am afildad docbnAne

tion is actually useful when transferring data from one computer to another. For
example, you could connect your work computer to your laptop and download all
the files you need for a bdoicmeTDNiNrei
tion to share a printer or the Internet between two computers in a safe environ-
ment. However, -Fhe éé&neecPubhscywu
can be dangerous and are not aRMinternet connection that is free for every-
one.

Ai rports are |ike a gold mned froeat viharc
and | abel themFas fiBreakPubbdvanWage o
just fishing for an Internet connection. Then they just wait to see who will take

the bait.

fi

(Continued on page 4)
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How many
gadgets do you

need?

Do you carry a navigation systen
so you don't get lost, a computer
you can search the Web and che
your email, or a camera and a ml
sic machine?

How about a smart phone, such s

a BlackBerry or an iPhone, that ¢
do all of these things?

For a long time, cell phones coulg
n't match the quality of individual
devices for these functions. New
smart phones have improved
power, larger screens, and fite
eightinch displays that can show
turn-by-turn navigation. For many|
people, the phone is all they nee(
these days.

What do you need? If you are up
grading your phone and would lik

to be sure your new device can r¢
ceive your company email, give ys

a call. We can help you decide bg
tween the sea of products on the
market today so you will be sure
purchase just the right tool.

If it frustrates you that they
don't allow laptops on a Ferris
wheel....

you may be a workaholic.

We Want Your Input!

Do you have an idea to make
this newsletter better? Would
you like to submit a story, arti-
cl e, or trivi g
from youl!

Rick Johnston
Information Mgmt. Systems
(701) 3642718
RJohnston@imsnetworking.com
www.imsnetworking.com

(Continued from page 3)

unless you are absolutely sure the connection
iswhatyouintended. f you are just | o ehkoicnog cfoonr-
nection is not itWe encourage clients to configure their laptops to only connect
with routerbased networks. With Windows XP, a configuration option is avail-
SOable for you to select the specific types of connections you would like to use with
- Your computer. Simply go to:

|-

1. The control panel
2. Network connections
3. Wireless networks tab

An 4. Advanced button

5. Sel ect fAAccess point (infrastructu
s net works onlyodo and click on c¢cl ose
This will prevent your compoce&rcénoelc

automatically.

If your wireless connections are controlled by a source other than Windows, you
may have to dig a little further. Generally, there is a setting you can select or the
device wild/ di splay an error -hmeos age -

inection. Eit her vhaoyc,0 snteaywoavkasy. from 0

Bring your favorite entertainment with you

€ Dowe truly lack imagination because we simply accept the fact that when we are away

~ from home, the television programming we watch is inaccessible?

-

b- Apparently we give up entirely too easy ¢
technology, you can now you can take your TV with yEven though this is not a new

o concept, Sling Media has simplified this technology with their Slingbox Digital Media
Receivers allowing your television signal to be sent anywhere in the world. Even better,
you are able to control the video that appears on your screen, just like you were watching

from home with the use of a virtual remote control on your computer screen.

Slingbox; a small box weighing 1.5 Ibsy,
connects to your television, or any other vigeaput device and streams the signal to
your computer, laptop or cell phone. It works with regular TV, satellite TV, cable TV,
DVD player, DVR, camcorder, Apple TV boxes and iPods that are docked in either an
Apple Universal Dock or an Apple iPod i.

just a onetime purchase price for the hardware
($179.00%$299.00, depending on the model) and software (free for PC or Macstemene
license fee of $29.99 per device for mobile phones). The SlingPlayer software can be
installed on as many devices as youdd |
~0ors arg gar eafh 8evic%. Ho¥ve(\5er, two degich with the same licensing code cannot
et'he ingbox at %e same time due ?o copyright and digital media laws.

k

‘access

Aside from working as advertised, one
of Slingboxds biggest strengths is its
added significant functionality to the product over the past few years.

The bottom Iline is, if
hamas this summer, Slingbox is the way to go!
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you canét | ive wit

Want to Lock -in your IT Costs for the Next THREE YEARS?

Sign up for IMS Total Care Services



